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158} Die IEC-Familie

Zahl der Mitglieder in IEC (2013):

Mitgliedslander: 162
Vollmitglieder : 81
Angeschlossene Lander: 81

Arbeitsgruppen: >1000

Technische (Sub-) Komitees: 174
Experten in den Arbeitsgruppen: ~10.000
IEC-Normdokumente: > 6000


http://www.iec.ch/

138 |EC TC65: Scope

To prepare ...
international standards for and

used for industrial-process measurement and
control concerning continuous and batch
Processes....



IEC IEC TC65: Das Systemkomitee der

s=md Automatisierungstechnik: Wichtige Technikthemen

TC 65

Electrical and Functional Safety
Electromagnetic Compatibility in Automation
Energy Efficiency

Process oriented standards including harmonization
P&l diagrams, P&ID tools and PCE-CAE tools
Alarm Management in Process Industries
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Zur Ausgangsituation



1E® Industrie 4.0 ist eine Auspragung des ,,Internet der Dinge*

/Xlndustrie 4.0

nternet of Things
(loT)

Connected
Cars



188} Die Industrie 4.0-Vision

The product to be manufactured has
all the data necessary for its
manufacturing requirements

Self-organization of networked
manufacturing equipment, taking into
account the entire value added chain

The manufacturing sequence is

determined on a flexible basis,
depending on the current situation

The human remains essential as the
creative planner, supervisor and
decision-maker

Quelle: Siemens

10



158} Die Informationspyramide

Internet of Things

7.10.2014

Wisdom

Knowledge

Information

Data

,Knowledge* bedeutet auch die Trennung von
Ablaufen und Daten

IEC TC 65, Chairman Roland Heidel
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Kompatibilitatsgrade nach IEC TR 62390

A com patibility levels Intarchangeable

Interoparabla ||

Intersworkable

Interconnectable

Device Coexistent
feature Incompatible
Dynamic behaviour

Application functionality

Device profile

Parameter semantics :Partially existent

| Communication
- profile

(State of the Art)

IEC OT8408

Note: (X) indicates that according to this property interchangebility may be given or not




Zwei harmlose Dinge neu kombiniert......

Gottlieb Daimler

Es werden hochstens 5000
Fahrzeuge gebaut werden. Denn es
gibt nicht mehr Chauffeure, um sie zu
steuern.

Henry Ford
Wenn ich die Menschen gefragt

hatte, was sie wollen, hatten sie
gesagt schnellere Pferde.

7.10.2014 IEC TC 65, Chairman Roland Heidel 13



15% Technologie-Verlauf

Email SGML Real Things
988

Documentation

Object

HTML XML on,,paper“or as ,,PDF* 1993
SGML
Digital 1998
Product Master Data“
2005
Web
(,,Internet®)

\ Cyber Physical 2015

Internet of Things

New Applications
* Industrie 4.0
Smart Grid

7.10.2014 IEC TC 65, Chairman Roland Heidel 14



129 Cyber Physical Object nach IEC 62507

Identification Number

Phy5|cal
or
abstract

Metadata descrlbes

Object

15



EC, Das Schnittstellen-Dilemma (1)

Jede Schnittstelle hat ihre eigene Semantik

Current packages

Uy NOVARTIS

Freigegeben von NAMUR (H.Dr. Tauchnitz)

16



Das Schnittstellen-Dilemma (2)

Zwischen den Werkzeugen sind ,,Ubersetzer” erforderlich

Current packages

Equipment
Data ﬁ
Sheets

Y NOVARTIS

Anzahl N semantischer Konvertierungen
bei n Instanzen: N=n(n-1)

17



Das Schnittstellen-Dilemma (3)

Jedes Werkzeug bildet Komponenten anders ab

Current packages

Equipment
Data ﬁ

~
N '

='I'..L-.1I

v

Y NOVARTIS

Anzahl N semantischer Konvertierungen
bei n Instanzen: N=n(n-1)

18



Das Schnittstellen-Dilemma (4)

Die Zahl der semantischen Umsetzungen steigt quadratisch mit der Zahl der Schnittstellen

Number of data
models n

= Number of semantic
gateways N

1 357 9111315171921232527293133




|EQ Auf dem Weg zur Losung des Schnittstellen-Dilemmas
Zwischen den Werkzeugen wird auf eine einheitliche Semantik umgesetzt

Current packages

Equipment
Data ﬁ

=

Y NOVARTIS

Anzahl N semantischer Konvertierungen
bei n Instanzen: N=2n

20



Die Losung des Schnittstellen-Dilemmas

Die Werkzeuge und Komponenten werden nach auBen einheitlich reprédsentiert

Role of Automation ML in the future for Industrie 4.0

Automation Equipment
o P

Mark-up
Language

Ul

Y NOVARTIS

Wichtig: Die Eigenschaften der realen Produkte andern sich dadurch NICHT

Anzahl N semantischer Konvertierungen
bei n Instanzen:

21



Die Losung des Schnittstellen-Dilemmas

Alle Komponenten sind konsistent in einem Repository abgelegt

Role of AutomationML in the future for Industrie 4.0

Automation Data
Mark-up Sheets ﬁ
Language

Ul

Y NOVARTIS

Wichtig: Die Eigenschaften der realen Produkte andern sich dadurch NICHT

Anzahl N semantischer Konvertierungen
bei n Instanzen:

22



und Vereinbarungen

Businessé&
Functional
Properties

Interoperability
Data Exchange
AutomationML
e.V. KHRONOS
Property Specification
Rules &
Description Languages
OPC Service
Foundation JRedioie
Architecture
ProSTEP e.V.
Internet of Things & _ lHC
Communications Mechanical
Properties

23



Existierende Konzepte und Normen (Auswahl)

24



IEC Es gibt Klassifikationssysteme fur
==md Unterschiedliche Zwecke ...

TC 65

Classification scheme 1

25



Klassifikation und Merkmale: ecl@ss* V9.0

TC 65

Basic
Properties

Advanced
Properties

7.10.2014 *www.eclass.eu 26
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Te Klassifikation und Merkmale :
==d Example ecl@ss* V9.0

TC 65

Basic
Properties

Basic technical product properties

» Technical product properties for
different technical purposes (i.e.
engineering, maintenance...)

Advanced
Properties

7.10.2014 *www.eclass.eu 27


mailto:ecl@ss

Te Das Formblatt fur Merkmale
==d gemal IEC 61360 (ISO 13584-42)

TC 65

Property Attribut Standard: IEC 61360-1/2 = ISO 13584-2

m

N e

Version number

m |
EX revision number
m |

vave format R ]

_ Data element type class
EX Freferred name LOW-state output current
IR sy name

The minimum guaranteed LOW-
state dc output current (in A) of
a digital function of anIC

IEC748-2 (111.5.3.1)(1985)

A >>future link to Units




1EC Digitale Fabrik (IEC TR 62794 und IEC CD62832):

Klassifikation der Merkmal-Typen

*Length of the Sensor Cell

* Diameter of the Sensor Cell
*Sensor Cell Material
*Weight of the Sensor
*Dimension of the Housing

* Material of the Housing
*Vibration Protection

*Local Display

*Local Operator Panel

etc.

Function Properties

* Threshold Level & Event
Signalling

* Linearisation Curve

* Compensating Function

* Time Stamp Function

* Self Calibration

* Fail Safe Mode

e etc.

* Measuring Time

* Cycle Time

* Filter Time

* Communication Interval
* Start up Time

* Wake up Time

* Energy Consumption
etc.

Business Properties

* Price
* Delivery Time
* Rebate

* Location of mainboard
* Location of
communication Board

29



OPC-UA Dokumente

TC 65

IEC 62541-1 2010-02-18 2013 OPC unified architecture - Part 1: Overview and Concepts
IEC 62541-2 1.0 2010-02-18 2013 OPC unified architecture - Part 2: Security Model

IEC 62541-3 1.0 2010-07-29 2013 OPC unified architecture - Part 3: Address Space Model
IEC 62541-4 1.0 2011-10-20 2013 OPC unified architecture - Part 4: Services

IEC 62541-5 1.0 2011-10-18 2013 OPC unified architecture - Part 5: Information Model

IEC 62541-6 1.0 2011-10-18 2013 OPC unified architecture - Part 6: Mappings

IEC 62541-7 1.0 2012-07-20 2013 OPC unified architecture - Part 7: Profiles

IEC 62541-8 1.0 2011-10-18 2013 OPC unified architecture - Part 8: Data Access

IEC 62541-9 1.0 2012-07-27 2013 OPC unified architecture - Part 9: Alarms and conditions
IEC 62541-10 1.0 2012-07-27 2013 OPC unified architecture - Part 10: Programs

New Proposals:

Part 11 Historical Access
Part 13 Aggregates

Part 12 Discovery (planned)

7.10.2014 30



|Z¢l Addressierung/ldentifikation der Merkmale:
=== 1SO 29002-5

ISO/IEC 11179-6

Annex A defines the
international registration
data identifier {IRDI)

registration authority identifier (RAI)

version

n = digit data identifier (D) identifier (VI)
a = alphanumeric .
¥ = safe character optional \_‘
# - = separator character A
h J \\ ¥ h J

*
o - -} oo - {a -} o] | # | (- fonnm ] |- # |
4 [} [}
I

L item code (1C)
code space identifier (C3)

—— additional information (Al

0Pl source (OPIS)

arganization part identifier (OF[)

organization identifier

international code designator (1CD)
1ISO 29002-5
defines syntax and requirements

ISO/EC 6523 -
for concept identifiers

defines requirements for idenfification of organization identification schemes




I4¢l Addressierung/ldentifikation der Merkmale:
Beispiele

ISO/IEC 11179-6

Annex A defines the
international registration
data identifier {IRDI)

registration authority identifier (RAI)
version

data identifier (D) identifier (V1)

n = digit

a = alphanumeric .

¥ = safe character optional \_‘
#, - = separator character L~ A

¥ \\\ ¥ ¥
nnnnﬂmﬂ}{xxxxxﬂaﬂxxﬂ{xx — # - xxﬂxxxxxx — # H|ln
FY & Yy Y -~ + 4
| |
IECcDD | |0112 / 2 / / | 61360_4 AABO007
ISO 0112 J 1 / / / _00_6 L AAA001 :igertifier (CSIy IRDI*
eCl@ss 0173 1 L additionalinfc 01 1 (a1 ACH895 007

OFlsource (OFIS)

organization part identifier (OF1)

organization identifier

international code designator (ICD)

ISO 29002-5
ISO/IEC 6523 defines syntax and requirements
defines requirements for identification of organization identification schemss for concept identifiers

ernational Reqg ation Data lge s



Integrationsmethodik mit FDI: Device Package

TC 65

- Device parameters (e.g.
alarm limits, diagnostic data,
etc.)

» Device model (e.g. Blocks)
(EDD)

Device Package

Device Business
Definition Logic

User Interface
(EDD)

» Consistency
rules/dependencies
between parameters

= Device functions
(e.g. calibration)

(EDD)

User
Interface
Desc.

User
Interface
Plugin

User Interface optional
(invoked by EDD-
Interpreter)

Legend:
B mandatory

. optional 33




C Security in Automation:
Dokument-Struktur IEC 62443 / ISA-99

IEC 62443 / ISA-99

General

Policies and procedures

System Component

1-1 Terminology, concepts
and models

1-2 Master glossary of
terms and abbreviations

2-1 Requirements for an
IACS security
management system
Ed.2.0
Profile of
ISO 27001 / 27002

1-3 System security
compliance metrics

2-3 Patch management in
the IACS environment

Definitions
Metrics

2-4 Requirements for
IACS solution suppliers

Requirements placed on
security organization and
processes of the plant
owner and suppliers

3-1 Security technologies
for IACS

4-1 Product development
requirements

4-2 Technical security
requirements for IACS
products

3-2 Security levels for
zones and conduits

3-3 System security
requirements and
Security levels

Requirements to achieve
a secure system

Requirements to secure
system components

Functional requirements




158} |ndustrie 4.0: Kernthemen

Informationswelt (virtual world)

Potential Standards
new

IEC 62832 (Digital Factory DF)
|IEC 61360/1SO 13584-42

Semantics IEC 62769 (Field Device Integration FDI)
Relationships IEC 61804 (EDDL)
Descriptive Technologies IEC 62714 (Automation ML AML)

Web Services/SOA
Repositories/Clouds OPC-UA (IEC 62541)
Dependable Connections TCP/IP

Data Access i.e. IEEE
Realtime Communications LAN-WAN-LAN connection

Real Device




® Thank you very much

I[EC TC 65, Chairman Roland Heidel
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